
 

IRM 
INSTITUTE OF RESEARCH IN MANAGEMENT 

INSTITUT DE RECHERCHE EN MANAGEMENT 

 

 

 

THE SOCIAL DYNAMICS OF ONLINE 

REPUTATION SYSTEMS 

 

WORKING PAPER 0606 

 

 

 

Anthea Monod 

And 

Jean-Claude Usunier 



THE SOCIAL DYNAMICS OF ONLINE REPUTATION
SYSTEMS

JEAN-CLAUDE USUNIER & ANTHEA MONOD

Abstract. This paper discusses the evolution of reputation infor-
mation to recommendation information through online reputation
systems. Firstly, a list of social dynamic terms that are relevant in
the successful evolution of a reputation system is defined. Working
from these definitions, the paper then proceeds to discuss mecha-
nism design that leads to the successful implementation of a rep-
utation system on the basis of a natural reputation setting, and
in particular, a successful reputation system that transforms mere
reputation information into recommendation information.

1. Introduction

In an interdisciplinary field that seeks to merge information tech-
nology and behavioral economics in order to achieve an understanding
of efficiency, it becomes vital to make definitions clear and concise to
have any hope of attaining a common goal. This paper sets out to
succinctly define social dynamic terms that are relevant in the study of
online reputation systems. Furthermore, in the context of the proposed
definitions, the paper then proceeds to discuss the evolution of an online
reputation system. In particular, it is argued that the best-case sce-
nario is for the online reputation system to propagate recommendation
information. Recommendation information emerges when reputation
information advises the best course or choice and comes from a credible
source; or, in other words, when reputation information is trustworthy.
Working from the basis of these definitions, characteristics that an on-
line reputation system should possess with this goal of recommendation
information in mind are then discussed, and an evolutionary scheme in
order to achieve this aim is proposed.

This paper is organized as follows: first, the evolution of online feed-
back to recommendation information is presented and the superiority
of recommendation information over online feedback and even reputa-
tion information is discussed. Following this discussion, the paper aims
to precisely define the terms that are relevant for achieving the goal
of recommendation information. In particular, defining terms that are
structural to the setting of online forums that a reputation system may
take advantage of, as well as avoid, through appropriate design in order
to attain recommendation information is a focal point. The idea of a

1



2 JEAN-CLAUDE USUNIER & ANTHEA MONOD

natural reputation setting is introduced, and social dynamics within
such a setting are discussed. Using this lattice of social dynamics in
a natural reputation setting as a basis for online reputation systems,
features of mechanism design the evolutionary track of a reputation
system from its emergence to its sustainability past a certain threshold
point are presented, highlighting the possible downfalls that could lead
to its collapse on this track.

2. Feedback, Reputation and Recommendation

In the computer science literature, reputation is often equated with
trust and cooperation, and also on occasion with confidence (a sup-
posed synonym of trust; Luhmann for a discussion on the differences
between confidence and trust). In order to articulate these concepts
and illustrate the reputation mechanism, consider the following exam-
ple: an individual wishing to dine out may look at the reputation of
various restaurants on an online reputation system (ORS). In this situ-
ation, the potential diner would be a trustor, the restaurants potential
would be trustees, and reputation information provided by the online
reputation system allows the potential diner to reduce risk. A conse-
quence of trust as a decision-making factor is its implementation, that
is, cooperation. If a particular restaurant, which initially had a good,
disappoints the diner ”trustworthy” reputation has failed in satisfying
the diner and will receive, as a result, a bad report from this diner that
will affect its previous good reputation.

In this particular case, dissatisfaction in the service encounter is the
result of an interactive process where the trustor is victimized. Co-
operation is possible without economic trust, especially in cases where
there is a high power differential between the parties, and one party is
obliged to cooperate even at the risk of being exploited for the mere
sake of survival (e.g. when a small industrial subcontractor accepts
orders from a large manufacturing company).

Feedback // Reputation // Trustworthiness //BC@A Trust //BC@A CooperationBC@AOO

Simply put, online feedback is basic information posted on the Inter-
net by users that provides reflective cues of feedback targets; feedback
targets may be products, services, institutions, or even other users. It
may be automated (e.g. Google) or manually posted by a user and
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take on various forms, including ratings (choice of position on an eval-
uative scale for various characteristics), rankings, votes (choice of pre-
ferred candidate among various alternatives), or qualitative comments.
Implicit or explicit, there is always an element of value judgment in
feedback information (good, bad, neutral), particularly in the case of
manually posted feedback. Unless the source of feedback has a previ-
ously established and outstanding expertise, and is fully impartial, the
individual feedback information must be averaged across all reporters
in some way to increase its usefulness and credibility.

2.1. Reputation, Trust and Cooperation. Once feedback is aggre-
gated, it becomes reputation information; the process of aggregation
adds a dimension of value over online feedback, since it provides raw
data summary statistics of the raw data of online feedback. Reputa-
tion information is a more convenient form of data, since the summary
statistics serve as an acceptable substitute over reading each and every
individual posting. It is also likely to be more accurate, especially for
those users who are seeking information in order to decide whether or
not to engage in a transaction but, because of time constraints, can only
read a portion of the online postings available. It is also more accurate
for those users who are simply unable to remember the content of each
posting. This is particularly true as the number of online feedback
postings grows. The issue of aggregating feedback proves to be non-
trivial, particularly in decentralized networks, since various problems
arise in locating and retrieving the relevant information in the network,
assessing the credibility of reporters and/or reports, and transforming
individual data into a reputation score in a reliable manner and at a
reasonable cost. Furthermore, the data transformation process must
be scalable in order to maintain its effectiveness under a growing user
database. A reputation system is designed in order to address these
problems. In general, a reputation system “helps people decide whom
to trust, encourages trustworthy behavior, and deters participation by
those who are unskilled or dishonest through collecting, distributing,
and aggregating feedback about the participants’ past behavior.” [21].

Reputation information can then inspire trust among users. This is
achieved via two complementary mechanisms: reputation information
reduces the risk of potential trustors by providing them with the means
to make an informed decision; simultaneously, it is a means for the po-
tential trustees to send a signal and thus provides them with a means
to increase their chances of economic exchange, as they are now able
to increase others’ willingness to trade with them [3].
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Inspired trust leads to cooperation among users. The trust mecha-
nism that emerges from reputation information has a positive effect on
cooperation (i.e. if the reputation information proves to be positive,
this will encourage cooperation; conversely, if the reputation informa-
tion is negative, this will undermine cooperation). This discourages
trustees from misbehaving overall: because potential trustors will use
their reputation information as a factor in decision-making, it is in the
trustees’ interest to exert a higher level of effort in transactions.

2.2. Definitions of Trust. In game theory and economics, there ex-
ist various interpretations of trust depending upon the circumstance.
Strategically, trust can be defined in a two-person strategic setting. Ac-
cording to Berg et al., a two-stage and two-player interaction reflects
a situation of trust if the following conditions are met (see Berg et al.
1995, [2]):

(i) One of the players, the trustor, is first asked whether she gives
a second player, the trustee, the right to take a decision which
affects the payoff of both players,

(ii) By trusting, the trustor is put in a position of risk,
(iii) Honoring trust benefits the trustor at a cost to the trustee, and

finally,
(iv) Placing and honoring trust Pareto-dominates the subgame per-

fect equilibrium outcome, for which the trustor refrains from
placing trust.

For this paper’s purposes, it is sufficient that the trustor is put in a
position of risk by trusting, or that honoring trust benefits the trustor
at a cost to the trustee, to assume that trust exists within the system.
As long as one of these two conditions are met, it will be assumed that
trust is present, regardless of other circumstances.

Trust can also be called upon as a notion, rather than a key defini-
tion, that serves as an explanation for certain phenomena. For Luh-
mann [20], trust can be seen as a means of reducing complexity. In the
rational decision-making approach, agents make the decision to trust
drawing from logical deduction and based on reason; however, accord-
ing to Luhmann, trust may be called upon if rational decision making
fails (that is, when agents act in a sense that would contradict rea-
sonable deduction). This type of interpretation is further supported
by propositions of Ortmann et al. (2000, [23]) and Cox et al. (2002-
2004, [5], [6], [7], [8], [9]), who argue that choosing to trust can result
from confusion, lack of saliency, curiosity or framing effects.
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2.3. Personalization and Trust. Similarity can be assessed from
being acquainted with a person or by identifying shared character-
istics with the person without necessarily having had prior contact.
Characteristics-based trust (Zucker, 1986, [28]) increases trustees’ trust-
worthiness. Because similarity fosters predictability of behavior, it de-
creases vulnerability (i.e. reduces risk perceived by the trustor), and
therefore increases the propensity to trust a particular target. An ex-
treme form of similarity-based trust is interacting only within one’s
ingroup members (Greif, 1994, [16]), a choice predicated on the basis
of an extended similarity assumption: “if they are like me, they will
behave as I will”; as a consequence, behavior (seemingly) becomes fully
predictable. If reputation information is associated with general fea-
tures describing the source such as age and gender, it is transformed
into recommendation.

Trust, and the implied cooperation that exists as a result of trust, are
consequences of recommendation. A reputation system provides rec-
ommendation information when it becomes personalized to a certain
extent. The superiority of recommendation information over reputa-
tion information lies in the improved focus of reputation information
that is more closely aligned to the user’s own characteristics and pref-
erences. Under heterogeneous attitudes and preferences, recommen-
dation information reduces information asymmetries more effectively,
thereby increasing overall market efficiency.

The personalization of a reputation system can be broken down as
follows:

• Full personalization is the case when providers of feedback are
completely defined; that is, non-anonymous, with sufficiently
declared characteristics, attitudes, and preferences in order to
generate a complete online profile.

• Implied personalization allows the user to select reputation in-
formation from a set of anonymous reporters on the basis of
their common socio-demographic characteristics (age, gender,
income, ethnic background, etc.), attitudes, self-reported be-
havior, or self-stated preferences. Under implied personaliza-
tion, users do not have a formal identity or profile.

3. Structural Properties of Online Reputation Systems
and Social Dynamics

The use of information technology for commerce and interaction in
general is subject to certain social dynamics; it is also conditioned
by human motivation, and constrained by cognitive abilities (in cases
that deal with complex systems). In order to fulfill their purpose, on-
line reputation systems must first and foremost motivate the report
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of individual feedback, and in particular, they must motivate users to
report their true opinions, (Bolton, 2002, [4]). The following section
outlines the key elements of social dynamics that must be taken into
account in order for this preliminary aim to be attained, and their re-
lation to the establishment of trust within the system.

As emphasized by Dellarocas et al. (2004, [11]), “the success of on-
line reputation systems depends on the sustained voluntary contribu-
tion of feedback by community members.” It is tempting for people to
be only users of reputation information contributed by others without
oneself taking the time and effort to report. If everybody free-rides on
the online reputation system, consulting it without leaving feedback,
this would imply by the logic of backward induction that the online
reputation system would not exist to begin with. For this not to be
the case, the users must display some altruistic orientation, or at least
some goodwill. Other motivations to report such as direct reciprocity
(posting positive/negative information to reward or punish a target) or
indirect reciprocity (explained hereafter) make pure free riding an issue
mostly related to the minimum degree of participation needed for the
online reputation system to be effective. Extensive free riding (i.e. low
rate of reporting) is acceptable provided that the sample of reporters
is large enough and representative of the base population of users.

3.1. Altruism and Goodwill. Altruism is a form of behavior cor-
responding to unconditional cooperation and kindness, without any
ulterior motives (Jenks, 1990, [17]). Put differently, as by Andreoni
in [1], altruism is a behavioral premise; altruism, by definition, does
not arise as the result of having experienced altruistic behavior be-
stowed by another. In particular, altruistic acts are ones that allot
a positive payoff to another agent at a cost to the performing agent
(according to Trivers [25]). In technical terms defined by Fehr and
Fischbacher in [15], an altruistic agent takes the payoffs of some other
reference agent (who may himself be altruistic or not) as a basis for
his own actions. Altruistic agents, therefore, always act in order to
maximize the payoffs of the reference agent. Trust is easily established
in a system where altruistic users dominate; however, feedback and
reputation may not be credible as there is a strong bias towards over-
whelmingly positive reports.

Goodwill can be seen as a weaker form of altruism, and synonymous
with the understanding of impure altruism, as proposed by Andreoni,
also in [1]. The main difference in the understandings of altruism and
goodwill is that there is the element that the agent’s own utility is
taken into consideration when she chooses to exhibit goodwill, through
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the increased utility reaped from the convictin of being a good citi-
zen (i.e. experiencing a “warm glow”), and perhaps also from having
others believing the same. Agents exhibiting goodwill also experience
an increase in their own utility when acting to increase the utility of
others. However, they do not take the payoffs of some other agent
as a basis for their actions. Rather, they act in such a way so that
the utility of others increases, with the ulterior motive that their own
utility will be increased when the others view them as good citizens,
and will avoid acting in such a way that would bring them disutility
when others believe them to be bad citizens. Concretely, when will-
ingness to cooperate is considered, altruism is the stronger notion and
so implies goodwill. Conversely, agents who do not cooperate when
cooperation would damage their personal image as good citizens does
not necessarily lack goodwill, but is definitely not altruistic. Trust also
emerges easily where agents exhibit goodwill; trust is also sustainable
for as long as goodwill is present within the society.

3.2. Reciprocity. Indirect reciprocity refers to general cooperative
behavior within an already-established society, with an anticipated re-
ciprocal payoff of more than just the proverbial “warm glow” in return.
Drawing from the formulation of Nowak and Sigmund in [22], indirect
reciprocity can take on two forms:

(i) Upstream reciprocity: First A helps B, and then B helps C
(ii) Downstream reciprocity: First A helps B, and then C helps A

Extending the idea of indirect reciprocity beyond biological notions,
this paper proposes a third form of indirect reciprocity through implied reciprocity.
This occurs when A first helps B, then C, having observed A help B,
also helps B. This notion is particularly relevant in economic exchange,
as it is precisely this mechanism that generates reputation information
among users, which then implies trust and cooperation as previously
discussed above. When C decides to help B, C has received an implicit
signal that B must be trustworthy, as B has been able to induce A to
help B. Thus being trustworthy can be viewed implicitly as B helping
A. B receives an indirect reciprocal payoff when C helps B. The follow-
ing example illustrates this mechanism: B owns a shop, where A shops
regularly; by buying goods from B’s shop, A helps B. C sees that A
shops at B’s shop, and thinks that B must provide good service and
sell high-quality goods, which is why A shops there. So then C decides
to also buy goods from B. The reciprocity comes into play when B
implicitly helps A by providing good service and selling high-quality
goods. B receives a reciprocal payoff when C buys goods from B.
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The key understanding behind the concept of indirect reciprocity is
that the cooperative behavior occurs within a society. The recipro-
cal payoff associated with indirect reciprocity does not come from the
agent with whom one cooperates, but either from another agent within
that society (in the case of downstream reciprocity), or from the gen-
eral benefit that comes from the upkeep and maintenance of a public
good (as implied by upstream reciprocity). This demonstrates that
this social dynamic entails elements of goodwill or impure altruism.

“Help” can be understood in various ways in regard to the emer-
gence and sustainability of trust. In the case where “helping” corre-
sponds to merely posting (truthful) feedback, all three forms of indirect
reciprocity (upstream, downstream and implied) reduce to the mainte-
nance of a public good (namely, the reputation system) and thus can
imply the existence of goodwill.

When “helping” means posting only positive feedback, upstream re-
ciprocal behavior can be seen as goodwill: first A reports positively on
B, B then behaves as a good citizen and also reports positively on C.
This is also true in the case of downstream reciprocal behavior: first
A reports positively on B, displaying good citizenship; C, having seen
A’s behavior also decides to exhibit good citizenship and reports posi-
tively on A. In these two cases, when “helping” means only reporting
positively, trust may emerge, but may not necessarily be sustainable.
In the case of implied reciprocity, when A reports positively on B, C
may also report positively on B because C may consider A to be in a
position of authority in order to report positively and decides to also
report following A’s authority. This situation also demonstrates good-
will and good citizenship, because A either reports truthfully from the
position of authority to do so, or reports positively because of some
either pure or impure altruistic orientation; in either case, A is exhibit-
ing goodwill. C, by also reporting positively following A’s actions, is
demonstrating trust in A, a characteristic of good citizenship. B may
or may not exhibit goodwill; if A reports positively as a truthful re-
port, B indeed exhibits goodwill, but if A reports positively because A
is (purely or impurely) altruistic, B need not necessarily exhibit good-
will. Thus, it is entirely possible for B to also be a goodwill agent
under this scenario. When all three agents exhibit goodwill and re-
port positively, trust emerges easily, but may not be sustainable if the
number of positive-only reports dominates the total number of reports.
Another interpretation may be that A reports positively on B because
B has established a good reputation and lives up to it, so that when A
reports positively, A is actually reporting truthfully. Then, by virtue
of B’s good reputation, C also reports truthfully and positively. This
is a particular case where posting only positive feedback and posting
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truthful feedback are equivalent; it can be considered a situation where
all agents exhibit goodwill by displaying good citizenship, since both
A and C are reporting truthfully and B lives up to a good reputation.
Again, trust emerges easily in this situation and moreover is sustainable
in this case of truthful reporting. Trust also emerges easily in the case
when A and C report positively because they display some altruistic
orientation, but may not be sustainable if the number of positive-only
reports is overwhelming.

“Helping” could also be understood as posting negative feedback on
one user in order to distort his or her reputation, thereby artificially
inflating a third party’s reputation. This understanding of “help” de-
scribes negative indirect reciprocity, where the action taken by the user
appears to be defective behavior on the surface; it cannot be described
by any of the three previously mentioned cases of indirect reciprocity.

In settings where reputation systems exist to aggregate feedback in
an online market forum, “helping” can have a less subtle, more com-
mercial understanding. “Helping” can simply mean buying from the
reputation target. In this sense, neither upstream nor downstream reci-
procity describe any reciprocal behavior at all, they merely describe
normal trade relationships in any market. Reputation information can
still emerge from normal trade behavior. After repeated transactions
within the community, a sense of brand image may emerge if many
agents buy from one particular agent or institution and with it, a sense
of reputation. Reputation may emerge faster and easier when such
normal trade relationships are coupled with the idea that “help” can
also mean cooperating by providing better service; in this case, im-
plied reciprocity is the key mechanism that effectively propagates trust
within the reputation system.

Direct reciprocity is similar to, but simpler than, indirect reciprocity.
Direct reciprocity refers to cooperative behavior in a two-player setting
where cooperation is the strategy employed with an expected return
from the other player. In other words, A helps B, then B helps A
in return. As in the case of indirect reciprocity, the understanding of
“helping” that is most conducive to inspiring trust is the simultaneous,
commercial understanding of buyer and seller cooperating in their re-
spective capacities.

3.3. Collusion and Retaliation. Collusion is the act of collaborating
with other agents toward the aim of undermining a rival. In the case
of complete, active collusion, all agents within the online community
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are partitioned into an ingroup of colluders and an outgroup of non-
colluders. All ingroup agents are colluders and consciously collaborate
with each other with the common aim of undermining one, several, or
all outgroup agents (the rivals).

Another case of collusion that can exist is that of passive collusion
which is similar to the idea of to negative indirect reciprocity. In the
case of negative indirect reciprocity, there is one single active member,
A, who reports negatively on agent B in order to augment agent C’s
reputation. But then C, whether he is willing and conscious of it or
not, has been involved in the collusive act performed by A, even though
he has not taken any action. In this situation, C is a passive colluder.

While the existence of all forms of collusion in a reputation system
leads to the collapse of trust on the general level when both ingroup
and outgroup members are taken into account, trust still exists within
the system, since a premise for active collusion is trust amongst the col-
laborating agents. In the context of collusion, we see that trust is not
necessarily virtuous. In considering a system where there exists both
ingroup and outgroup members, the ingroup members’ informational
advantage over outgroup members introduces a bias into the system,
which precisely leads to market inefficiencies caused by asymmetric in-
formation. However, even in the case of this vicious social dynamic, a
market-efficient, stable equilibrium can still be achieved when the sys-
tem comprises only ingroup members (i.e. the system is robust to the
entry of new agents). In this situation, trust emerges and is sustain-
able within the system, even though the conditions in which it exists
may not be desirable. Two caveats exist to this supposed equilibrium:
first, this understanding of trust may emerge as a response to panic
(following the formulation of Luhmann et al.), and second, trust may
be an enforcement mechanism (cooperation for fear of banishment).
In the latter case, the situation at hand is not one of trust according
to the assumed definition, but rather one of anti-ingroup trust: here,
not trusting (and thus not cooperating with) other ingroup members
is the strategy that would present a risk for the agent (namely, the risk
of being outlawed); trust is basically forced upon all members. While
systematically, the collusive equilibrium with trust may be equivalent
to other equilibriums demonstrating trust, this is not the case from a
social point of view, in particular for a reputation system.

Retaliation can be thought of as negative direct reciprocity, where
a negative initial report results in a retaliatory response that is also
negative, thereby introducing bias into the system. In the initial phase
of reputation formation, if reports are positive and neutral, trust may
still emerge, even if retaliatory intentions are present among users. It



THE SOCIAL DYNAMICS OF ONLINE REPUTATION SYSTEMS 11

is only once negative feedback starts being reported that retaliation
becomes active, and its destructive effects evident. When retaliation
begins to dominate within a reputation system, the only stable equi-
librium exists is the “equilibrium of terror”, where no one reports at
all for fear of having his own reputation spoiled. While this outcome
solves the problem of biased reporting, it also undermines trust within
the social network.

“Anarchy”, is a social dynamic that has the exact opposite senti-
ments of pure altruism. All users are destructive to the point of irra-
tionality, as they are so committed to a lose-lose outcome that they
act without any consideration of their own losses. It can be considered
as altruism’s polar case. There exists one fundamental technical sym-
metry between “anarchy” and altruism: the fact that an agent’s own
utility is never taken into account under both altruistic and anarchic
behavior. “Anarchy” can also be more precisely named as negative
altruism, as altruism by definition involves only the utility of a refer-
ence agent (or entity, when the altruistic agent aims to maximize the
global utility of all users within a system) is the only factor taken into
account for the altruistic agent’s decision to act. This is also true in
the case of negative altruism (Fehr and Gächter, 1998, [14]); negative
altruistic users consider only the utility of the reference entity (that is,
the global society of users), with the aim in mind of its collapse. Even
under negative altruism, trust and cooperation may still emerge when
it is necessary for survival, but will nevertheless be difficult to sustain.
While negative altruism may exist in some users in an online commu-
nity, generalized negative altruism is unlikely to emerge on a full scale
since the existence of such a generalized sentiment would inhibit the
emergence of the online community and reputation system. Therefore
the emergence and sustainability of trust may still be robust to this
social dynamic.

4. Natural Reputation Systems

In order to discuss the design of a reputation system, a natural set-
ting will first be presented where the previously described social dynam-
ics coexist and the emergence of reputation in such a setting. Under
this setting, we will then discuss the effects of these social dynamics on
an online reputation system.

We define a natural reputation system to be the reputation system
that emerges naturally from any given structure that constitutes the
social dynamics of any given human grouping. For instance, a nat-
ural reputation system exists in any firm in any industry, where the
employees on all hierarchical levels (managers, subordinate employees,
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maintenance staff alike) are all users in the reputation system. A par-
ticular example of a setting for a natural reputation system is also a
school or university, where faculty, administrative staff, and students
are all users in the reputation system.

4.1. A Folk Theory of Reporting. Reporting entails issuing a judg-
ment statement on others; one who reports is behaving as a “person
qualified to comment critically” according to the Collins dictionary.
Most religions as well as folk wisdom advise against judging others, as
there is an element of arrogance related to considering oneself as “quali-
fied” in order to make critical statements. It may also be the case that
the person who reports may not actually be “qualified” to make an
informed judgment; she may lack technical or contextual knowledge.
Another practical reason for advising against judgment is that report-
ing could be motivated by reasons unrelated to the actual feedback
target. When judgment is critical, and the target of feedback is people
or institutions, it may negatively affect their (or its) interests. Often
the ramifications of judgment are so severe that a need for legal regu-
lation arises; both slander (defamation in a transient form, such as by
spoken words or gestures) and libel (publication of defamatory matter
in a permanent form, such as printed material) are governed by laws.
As a consequence, there is an underlying social understanding that one
should not judge others, or at least refrain from explicitly expressing
their judgment.

The folk rule of thumb would be of the nature “If you don’t want
to be judged, don’t judge others”. In some societies, the avoidance
of judging can extend as far as complete repression of consumer com-
plaints, even when there are legitimate reasons for expressing dissatis-
faction. In other societies, the social stigma of judging others is taken
advantage of and can be used by potential targets to coax positive feed-
back from others: for example, in German restaurants, waiters usually
ask diners after each course if they enjoyed the dish. In this situa-
tion, if the food was not to their liking, diners often find it difficult to
express dissatisfaction with the meal right in front of those who have
prepared it, so that they automatically answer “yes”, or to tone down
their dissatisfaction to a mere mumble.

When it comes to judging, it is easier to do so in the absence of those
being judged, or behind their backs. It is also easier to judge when the
target of judgment is not likely to identify the source of the judgment;
that is, when the judgment is anonymous. Double blind reporting is a
precautionary mechanism that may encourage truthful reporting and
ease the process of judgment for the reporters, but cannot always be
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used as there naturally exist asymmetries of anonymity in some situ-
ations: for example, students may evaluate a professor and a course
anonymously, but professors always rate (grade) students nominally.
Such asymmetries of anonymity often arise when there is an imbalance
of power between reporters; asymmetry is usually granted to the less
powerful group. In the folk theory of judging others, there is a cer-
tain reluctance, which can be partly, but not fully, offset by granting
anonymity to raters.

4.2. Avoidance of Reporting. Reporting is costly in both a deter-
ministic and stochastic manner: there is a fixed cost of spending time
and effort in preparing and posting reports, as well as an uncertain
cost arising from potential retaliation from targets as a result of re-
porting. Avoiding being a source of reputation information is the best
way to avoid being a target of reputation information. Reciprocity will
generally act against the emergence and the sustainability of reputa-
tion systems. As a consequence, most individuals have no reputation.
By default, they are considered as having some level of reliability and
performance as the average score of individuals (or organizations) for
which (reliable) reputation information is available. The lack of a rep-
utation is an attractive characteristic for the large majority of social
actors who do not want to be obliged to proactively manage their social
image.

Targets of reputation information are also likely to avoid promot-
ing the use of reputation systems; most companies are not motivated
to create reputation systems for their own products and services. For
instance, some users or companies who play a more focal role in the
community cannot avoid being a target of reputation. In general, they
prefer to send messages that affect their reputation themselves, rather
than having others (such as critics, consumers, media, etc.) send such
messages. Great precautionary measures are taken to avoid poten-
tial negative consequences of third party-based reputation information
on their image. For this reason, companies invest heavily in advertis-
ing and brand image development; with these tools, they are able to
unilaterally create their own discourse on their products and services
with a large margin for exaggeration and deviation from their actual
quality. Spending on brand image development may also include cre-
ating an image of good citizenship for the company, perhaps due to
the social stigma of judging and the arrogance associated with rat-
ing themselves positively. For this reason, some companies will invest
heavily in charities or other proceeds that will generate this image of
goodwill; for example, Philip Morris, the cigarette manufacturer, goes
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as far as largely broadcasting the health dangers associated with smok-
ing and heavily investing in programs aimed at helping smokers to quit.

Reputation systems may help to create a brand image for these com-
panies at a substantially lower cost than advertising (as low as 1% of
the cost of advertising), however, there is still a stochastic element as
to the nature of the brand imagethat actually emerges from the rep-
utation system. Providing a medium where users who need not be
affiliated with the company nor feel a personal responsibility to pro-
mote the company’s products and services can be difficult to control,
with a chance that the brand image that results is negative. As such,
providing a reputation system for its own products is a difficult strategy
that is rarely employed by companies.

Companies that are self-confident in their product and services are
more capable of enjoying the low costs associated with using a repu-
tation system to increase their brand image. An important factor in
corporate self-confidence is the nature of the product and its targeted
demographic group. For instance, Lush, a large multinational British
company that manufactures cosmetics for women with an emphasis on
all-natural ingredients and handmade techniques, provides an online fo-
rum for international unsers to chat with each other about the products.
In the case of Lush, the demographic group of users is overwhelmingly
female, and a high proportion is environmentally conscious. As such,
their positive brand-image is likely to be sustainable, as their com-
pany and product characteristics are largely robust to attackers. They
are a sufficiently large company, who target females (females tend to
be brand-loyal, especially when cosmetics are concerned), and appeal
to the environmentally conscious community by exhibiting an image
of good citizenship by producing earth-friendly products. Companies
with a lower level of self-confidence in their product and services are
better off choosing a high-cost, but controlled, way of disseminating
reputation information.

4.3. Other Regarding Behavior and Stability within Natural
Reputation Systems. As noted above, a key property of such natural
reputation settings is that posting reputation information incurs a cost
to the user, reducing the motivation to report. For this reason, altruism
(pure altruism) and goodwill (impure altruism) are prime facie posi-
tive drivers of reputation in such a natural reputation setting. However,
there exist limitations to these drivers with regard to the sustainability
of a reputation system: an excess of both pure and impure altruism
in users may result in overwhelmingly positive feedback reports (since
positive feedback is expected from pure and impure altruists, as both
types of users by definition cooperate, almost unconditionally). This
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in turn leads to the degeneration of the significance and effectiveness
of feedback and reputation information. Thus, there must exist a pro-
portion of pure and impure altruists within such a natural reputation
setting that will stimulate and sustain useful and substantial feedback
and reputation information. (See Appendix A for a formalized argu-
ment of this notion.)

Furthermore, this maximum must also take into account the exis-
tence of free-riders in the system. Altruism, together with the incurred
cost of reporting, triggers the response of free-riding. When there are
sufficiently many altruists who cooperate unconditionally, free-riders
who observe this behavior are able to take advantage of the availabil-
ity of reputation information posted by these altruistic users without
reporting themselves (they do not contribute to the maintenance of
reputation information), which inhibits the emergence of the natural
reputation system. For this additional reason, the proportion of altru-
istic users within the system must be non-negative so that the online
reputation system may emerge, and finite. (See Appendix A.)

4.4. Decentralization and Multilateralism as Properties of Nat-
ural Reptuation Systems. In natural reputation settings as de-
scribed above, there is no central mediator whose role is to manage
all users’ reputation and reputation information in general within the
system (i.e. the central mediator does not retrieve feedback, collate and
aggregate this feedback into reputation information, and disseminate
the information). As such, in order to be applicable to the general level
of reputation settings, any online reputation system must be decentral-
ized in some way so that no central authority manipulates information.

Another key property of natural reputation settings that must be
considered is the multilateral nature of reporting among users within
the setting: all users within a natural reputation system are free to
report feedback on any given user to any other user/s. Users may also
solicit information on their own reputation from other users in order to
react reciprocally. In the one-shot, unilateral case, reciprocity does not
exist, since by definition, for a given pair of users, only one user may re-
port on the other. In the multi-period game, if the same player reports
on the other in every period, reciprocity does not exist. If each of the
two players sequentially reports on the other, reciprocity exists. In the
bilateral case, both users in a given pair of users may report on each
other. They may do so simultaneously, or sequentially. In the one-shot
bilateral and multilateral game, reciprocity only becomes significant
in the case of sequential reporting. In the multi-period bilateral and
multilateral game, reciprocity is significant in both simultaneous and
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sequential reporting.

In practice, in natural reputation settings, reciprocity between users
hinders the emergence of reputation information altogether. With neu-
tral reciprocity, users mutually agree to not report on each other, re-
sulting in no feedback and therefore no reputation information. With
negative reciprocity, users who have received an initial negative report
retaliate with a negative report, which eventually leads to an equi-
librium of terror (as described previously, which here can be seen as
equivalent to neutral reciprocity), where again, no reputation informa-
tion emerges at all. With positive reciprocity, a user will respond with
a positive report in exchange for an initial positive report; numerous
occurrences of this phenomenon results in skewed and therefore in-
significant (objective) reputation information, as in the case of excess
altruism within the system. Of these three cases, neutral reciprocity is
the defensive strategy and the one that is practically most employed in
such natural reputation settings, impeding the emergence of reputation
information.

With indirect reciprocity, also a multilateral case of reputation prop-
agation, a fundamental concern is that the settings are personalized to
an extent for each user, so that the user’s own indirect reciprocal pay-
off is sufficient motivation for her to continue acting in such a manner.
Again, neutral (indirect) reciprocity is the defensive strategy, so that
indirect reciprocity is found to be a weak driver of reputation informa-
tion. Finally, the property of multilateral reporting, together with the
decentralized characteristic, implies a lack of resilience to collusion and
in- and outgroup orientation within natural reputation settings.

Table 1 (see Appendix B) provides a summary of the effects of the
previously discussed social dynamics on the emergence (startability)
and sustainability of natural reputation systems.

4.5. Reputation Information within Natural Reputation Set-
tings. In a natural reputation setting, reputation information is more
likely to be higher demanded when there are:

• high information asymmetries;
• behavior and/or outcomes of behavior that cannot easily be

observed and verified (lack of transparency is a general charac-
teristic of social systems);

• disadvantaged users are aware of the information asymmetry,
and the unequal distribution of gains that results;

• the asymmetry of information cannot be overcome by signaling;
• reputation information becomes a fundamental decision factor

for exchange.
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5. Desirable Properties for an Online Reputation System

This paper will now examine a number of properties of online rep-
utation systems which are relevant for mechanism design. It is our
view that decentralization is a desirable property of an online rep-
utation system (based on P2P networks or any kind of distributed
information systems architecture). This is not the case of actual on-
line reputation systems where a central actor collects, aggregates, and
publishes reputation information. Also, unilateral online reputation
systems where raters are not rated themselves would be favorable. In
most real-world situations, for instance between a service customer and
a service provider, there is asymmetry in size, role, numbers, power,
etc. so that ratees are not raters and vice-versa. An argument that a
free, unilateral, semi-anonymous online reputation system is preferable
in that it reduces direct reciprocal behavior.

5.1. Anonymous vs. Non-anonymous. This paper will now ex-
amine a number of properties of online reputation systems which are
relevant for mechanism design. It is our view that decentralization
is a desirable property of an online reputation system (based on P2P
networks or any kind of distributed information systems architecture).
This is not the case of actual online reputation systems where a central
actor collects, aggregates, and publishes reputation information. Also,
unilateral online reputation systems where raters are not rated them-
selves would be favorable. In most real-world situations, for instance
between a service customer and a service provider, there is asymmetry
in size, role, numbers, power, etc. so that ratees are not raters and
vice-versa. An argument that a free, unilateral, semi-anonymous on-
line reputation system is preferable in that it reduces direct reciprocal
behavior.

5.2. Anonymous vs. Non-anonymous. This paper will now ex-
amine a number of properties of online reputation systems which are
relevant for mechanism design. It is our view that decentralization
is a desirable property of an online reputation system (based on P2P
networks or any kind of distributed information systems architecture).
This is not the case of actual online reputation systems where a central
actor collects, aggregates, and publishes reputation information. Also,
unilateral online reputation systems where raters are not rated them-
selves would be favorable. In most real-world situations, for instance
between a service customer and a service provider, there is asymmetry
in size, role, numbers, power, etc. so that ratees are not raters and
vice-versa. An argument that a free, unilateral, semi-anonymous on-
line reputation system is preferable in that it reduces direct reciprocal
behavior.
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5.3. Anonymous vs. Non-anonymous. In a fully non-anonymous
online reputation system, rater identity is fully known. Because their
identity is fully known (it is additionally assumed that this identity can
be verified), raters are likely to be targets of retaliation in case of neg-
ative reporting, especially when reputation information is in the form
of qualitative reviews, which contain statements that may be consid-
ered as libel. If in addition the cost of reporting and the deep-seated
reluctance to judge others described above is considered, fully non-
anonymous online reputation systems will face the obstacle of reporting
sources being scared of and therefore unwilling to post reputation in-
formation. Sometimes, pseudonyms are used to try and palliate source
shyness. However, pseudonyms must be stable over time: if a source
constantly changes pseudonyms, it is even worse than anonymity in the
sense that it is potential indication of untruthful reporting (liars cannot
be caught, but untruthful information may sometimes be identified).
Full anonymity at the other extreme, although making it easier for
sources to report, also facilitates irresponsible, manipulative reporting
and collusion (colluders cannot be identified since they are anonymous).

A semi-anonymous online reputation system, with implied person-
alization and stable/reliable pseudonyms, has many advantages over
both a fully anonymous and a fully non-anonymous online reputation
system. A semi-anonymous online reputation system divides the rater
profile into two sets of information: a pseudonym and a set of source
characteristics (sociodemographics, preferences, attitudes, level of ex-
pertise concerning the target object being rated). It allows users of rep-
utation information to check whether the source corresponds to them,
that is, to assess source credibility in their perspective. Furthermore,
the online reputation software may allow users to compute reputation
scores on the sole basis of individual sources that correspond to par-
ticular characteristics: a woman may be willing to obtain reputation
scores only from other women, or only from other women in a cer-
tain age bracket, etc. This feature corresponds to the passage from
reputation to recommendation without fully losing anonymity, with
non-anonymity being a key deterrent of motivation to report.

5.4. Public vs. Private. An online reputation system may be open
to everyone (public) or may be restricted to a limited number of users
that are allowed to use it privately. To illustrate this, let us imagine an
online reputation system for Business-to-Business (B2B) products or
services where access to the online reputation system is restricted to a
limited number of companies which are customers or suppliers of cer-
tain items. This creates a small community where reputation informa-
tion is difficult to spread in a natural, objective form. Not only would
reporters try to manipulate information (e.g. customers report below
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true performance in order to artificially obtain improved performance
from suppliers), but collusion would be easier and more tempting, with
some targets inducing sources to negatively report on a particular com-
petitor in order to lower its market share or eventually drive it out of
the market. A small and closed world is on average more susceptible to
the “defeat of anonymity”: reporters are theoretically anonymous but
almost everybody knows - or believes they know - who stands behind
a particular report. A closed online reputation system may work as a
fantasized ingroup where an exacerbation of reciprocal behavior, both
positive and negative, is likely to occur. A small world is also less likely
to reach the critical mass of reporters needed for meaningfully aggre-
gating reputation scores. This may be aggravated since raters tend to
be more motivated to report the negatives (dissatisfaction, complaints,
incidents) than the positives (satisfactory experiences, performance be-
yond expectation). As a rule, humans tend to consider it normal when
things work and to consider it as unacceptable when their expectations
are not met.

An open, public online reputation system is preferable because it al-
lows any source with some experience and/or expertise with the prod-
uct or service in question to post information. Such sources should
naturally make it clear in which role they were, what was the context
of their experience and level of expertise. Consider the case of an on-
line reputation system that allows airline passengers to report about
flight delays. Airlines are not the sole responsible for flight delays: air-
port authorities or maintenance services may be accountable as well
as aircraft manufacturers, tour operators, possibly other passengers or
weather conditions that have been ignored by passengers because they
are not explained by the crew. In such complex online reputation sys-
tems, it is important that each actor is allowed to express her views
while being clearly identified as belonging to a particular class of actors.

5.5. Free vs. Paid Online Reputation System. There are some
arguments in favor of a paid online reputation system (raters and/or
users of recommendation information pay to access the online reputa-
tion system): it allows an online reputation system manager to collect
resources in order to manage the platform which will collect informa-
tion, check it, and aggregate it into reputation scores. Micropayments
can also be used when source is paid for reporting truthfully, creating
an incentive compatible mechanism that discourages untruthful report-
ing (Jurca & Faltings, 2005, [18]).

However, this paper argues that online reputation systems should
remain free of charge in terms of access cost and without direct reward
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for those contributing information. Online reputation systems are typ-
ical public goods: sources post information on the basis of goodwill,
not financial compensation. If their reporting action has some financial
motivation, it is only indirect and far-flung: their hope is in an improve-
ment in product or service performance and/or a decrease in cost; they
expect these improvements for themselves as well as for others. The
motivation is, however, relatively tenuous and fixing a summplemen-
tary access cost in addition to the costs described above is likely to
discourage sources from reporting and users from accessing reputation
information.

5.6. Metric. There are two basic sorts of reports: either sources rate
targets with numbers on a scale for various aspects of the object (rat-
ing) or they post information in the form of a detailed, written report
in free form (review). Both forms, quantitative and qualitative metrics,
may be present simultaneously in an online reputation service. This is
the case for many online reputation systems dedicated to restaurants
and food services. In the case of reviews, aggregation is difficult, if not
impossible. It may be performed only by the user who consults the on-
line reputation system, and personally processes the reviews consulted.
This solution makes sense when there are relatively small numbers of
reporters for each item being evaluated (e.g., as above, a restaurant or
any kind of service outlet in a local community).

Rating scales provide the user of reputation information with more
operative scores. Since the information is entered on numerical scales,
a score can be computed across reporters for a particular item, how-
ever less easily across both reporters and items since items may be of
different importance or even incommensurable. Consider the example
of an online medical reputation systems where patients rate doctors.
There are two main approaches to an online reputation service in terms
of what kind of experience patients report:

• Positive-only (“best doc” approach) where patients only report
positive experiences 1

• Negative-only or negative-also reputation systems (“complaint”
approach) which allow patients to file reports that include a
clear negative message on the doctor’s performance with the
risk that it may be unfair, manipulative, or systematic (the
same patient will rate all doctors negatively)

A number of different metrics (rating scales) may be used. In the real
world different aspects of the patient doctor interaction may be evalu-
ated. The underlying metric of positive and negative online feedback

1A concrete example of positive only reputation system can be found on the
Swiss (centralized) consumer comparison website Comparis for health insurance
companies (caisses d’assurance maladie, at comparis.ch).
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can be made (at least numerically) comparable by using first-order dif-
ferences rather than absolute values.

The positive-only scenario has advantages over a metric with neg-
atives. The reason for not envisioning an online reputation system
based on complaints, especially if reputation is managed centrally and
raters’ identities are fully known, is that the survival chances of such
a system are petty given the risk of legal suits for libel (i.e. a form of
negative reciprocal action). Considering vested interests of reputation
targets against the online reputation system that potentially attack
their public image, backward induction would lead potential promot-
ers of such negative-centralized online repuation systems to renounce
their attempts to promote it quite early in the stage of project feasi-
bility analysis.

The extent of the scale has also to be looked at. A scale with two few
positions, such as [-1; 0; +1] in eBay does not offer room for nuance.
A ’-1’ appears as a severe punishment and is consequently quite rare.
A positive-only rating scale with five to seven positions (1-5 or 1-7),
excluding zero which appears in colloquial language as marked by a
negative value judgment (“he is a zero”), appears as the most recom-
mendable scale.

A last issue in the metric side of online reputation systems is the
additional feature of default reporting. Default reporting is about as-
signing an arbitrary value (e.g. the mean value of the rating scale) to
some or all the subjects who were supposed to report but did not. It
can be used to compensate for the silent majority that does not report
because they are either free-riders (willing to consult the online repu-
tation system but not to contribute information) or reluctant to judge.
Default reporting may also counterbalance the potential asymmetry
between motivation to report satisfaction and motivation to report
dissatisfaction. Imagine an airline that collects reputation informa-
tion on its flights but has only 30% of its passengers that contribute
by answering to the on-board satisfaction survey. Default reporting
is analogous to replacing missing values by the mean of documented
observations in a database. There is one fundamental drawback: if
there is a large number of default reports versus few true reports, the
reputation score is likely to converge to the middle of the scale and
thus becomes meaningless.

5.7. Reputation vs. Recommendation. As argued above, reputa-
tion information becomes more credible for users when they can assess
to what extent the sources of reports share among them a number of
characteristics, a process that fosters similarity-based trust. Such a
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process transforms reputation into recommendation.

6. Measures of the Efficiency of Online Reputation
Systems

6.1. The Traps of Low and High Regime Reputation Systems.
The low regime takes place for an online reputation system when ei-
ther too few users report and the system does not produce reliable
information, or raters do not believe that their feedback will be taken
seriously by targets, or the gap between their expectations and the av-
erage perceived performance of targets is too small. In this sense, if
the standard deviation of quality of service (QoS) and/or price across
reputation targets is minimal, it is meaningless to report. In markets
where QoS and/or price are homogeneous, online reputation systems
make less sense. Due to backward induction, it becomes meaningless
for reputation sources to comparatively observe the rating of targets
and to contribute to the public good by rating targets. If a reputation
system does not really take off, it will slowly peter out.

High regime occurs when many users report. The high regime is
likely to occur in the contrary circumstances as described above, espe-
cially when

1. the gap between expectations and average performance is high;
2. users believe that their feedback is taken seriously by the tar-

gets; and
3. there is significant variance in ratees’ QoS and/or prices.

The users’ belief that their feedback is taken seriously by the reputation
targets will be activated by observing that the targets react to aggre-
gate ratings. In the high regime, motivation to report is conditioned
by a significant level of variance in information reported. In the case of
no variance in reputation information, the high regime is not likely to
maintain itself. In a sense, it is a self-fulfilling prophecy that, in the long
run, the success of online reputation systems, necessarily leads to their
decline. This is much more likely to be the case in a closed community,
as that envisioned in B2B example above, than in an open commu-
nity where some people exit the online reputation system but also new
users constantly join loyal and regular raters. Constantly having new
raters and new users join the online reputation system community is a
requisite for sustainability.

Since most reputation settings are asymmetric in nature (oligopolies
with few suppliers and many customers), both the low regime and the
high regime are threats for the sustainability of an online reputation
system. Under low regime conditions, an online reputation system
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might never really take off, then gradually decline, and finally disap-
pear. Online reputation systems are especially threatened by collapse
during their start-up period, as targets tend not to adjust in the short
run and motivation to report is largely related to gaps between expecta-
tion and actual performance (Parasuraman et al., 1985, [24]), variance
of performance across competing targets, and the actual observation
that ratings lead targets to increase effort.

In the high regime, an online reputation system may become a threat
for the less efficient suppliers: they may lose market share against
better-rated competitors. It is important to stress that virtually every-
one in the target population is liable to lose from an online reputation
system: since less efficient suppliers will be obliged to change their
level of effort from low to high, the higher performance suppliers will
progressively lose their comparative advantage. Being few and pow-
erful, targets are likely to create a coalition and insist that the online
reputation system be dismantled. A further argument in favor of de-
centralization of online reputation system is that it is more difficult to
dismantle a decentralized, anonymous online reputation system under
the pressure of targets.

6.2. Online Reputation System Process and Outcome Mea-
sures. Favorable outcomes of online reputation systems only occur
when the reporting process works smoothly. For this reason, measures
of process efficacy/efficiency are also needed, especially at the launch
of an online reputation system. The easiest way to assess the efficacy of
an online reputation system is to look at whether it succeeds in starting
from scratch, surviving, and then growing over time. If there are not
sufficiently many reporters, reputation information will not be reliable
and users will not take into account for their decisions to trust prod-
ucts, people, or services. An early collapse is all the more likely when
reports do not accumulate quickly enough to reach the critical mass
that makes reputation information reliable. In order to be successful,
an online reputation system must first reach a threshold participation
rate for both reporters and users of reputation information. Reporters
must report frequently enough so that they update their feedback and
obsolete information does not distort aggregate reputation scores, and
they must report truthfully (please see Table 2 below). These are
classified as individual, process-based measures of efficiency: they are
related to a favorable cost-benefit analysis for sources of reports.

If the process runs smoothly, the first indicator of outcome is individ-
ual satisfaction of both reporters and users within the online reputation
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system. It then can be measured through surveys (providing a mea-
sure of reputation for the reputation system as a whole). However,
there are also indirect effects at the individual level. They are listed
in Table 2 (see Appendix B) as individual, outcome-based measures of
online reputation system efficiency. The online reputation system may
be consulted but not actually used for decision-making. Also, it may
be consulted, but with consequences that agents evaluate ex post as
more or less consequential for their own welfare. Finally, a significant
fraction of agents may consider that their ability to improve individual
decision making through online reputation systems is limited because
the images of reality provided by the reputation system are at odds
with their individual experience. This is more likely to be true when
preferences are heterogeneous and not taken into account. Once again,
this illustrates a fundamental superiority of a recommendation system
which significantly reduces the probability that reputation informa-
tion is irrelevant to users’ own personal profile and preferences, and
therefore to their decision-making. Another individual outcome-based
measure of efficiency at the individual level is whether people perceive
reputation information as useful and whether they actually use reputa-
tion information to make trusting decisions, which may possibly result
in favorable economic consequences for them.

The two quadrants of process-based and outcome-based aggregate
measures of efficiency of an online reputation system in Table 2 have
been the most studied, especially on the basis of eBay data. Aggregate
measures of process efficiency deal with the size and overall behavior of
the user base. Measures of online reputation system efficiency in terms
of aggregate outcomes are economic variables listed in Table 2, relating
to price and quality levels, market structure and efficiency in resource
allocation.

7. Conclusion

Most elements of social dynamics described in this paper are detri-
mental either to the emergence or to the sustainability of an online
reputation system. Pure altruism and direct reciprocity (neutral, posi-
tive and negative) undermine online reputation systems by encouraging
either non-reporting or biased reporting that reduce the credibility of
reputation information. Forms of indirect reciprocity may help the
propagation of reputation information (sustainability) but they have
no effect on the emergence of online reputation systems. Furthermore,
upstream reciprocity involves the risk of a courtesy bias beyond the
start-up phase while implied reciprocity implies the risk of mimicking
behavior (B rates C in a certain way because she observes that A did
the same previously). Among the few social dynamics that should be
used to promote an online reputation system and make it an objective
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tool for reputation assessment is mostly goodwill. However, an online
reputation system is not sustainable on the sole basis of goodwill. As
a consequence, it appears that the design of an online reputation sys-
tem should principally bypass the potentially negative consequences
of social dynamics on the reporting of information and the credibility
of such information. In order to achieve this goal, this paper argues
in favor of a free, public, decentralized, semi-anonymous (i.e. with
implied personalization), unilateral, recommendation-oriented online
reputation system, with non-negative ratings.
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Appendix A

Claim: Following Section 5.4, there exists a strictly positive, finite
proportion of pure and impure altruists within a natural reputation
setting that will stimulate and sustain useful and substantial feedback
and reputation information. Moreover, this level of altruism in the sys-
tem generates an extremum, and is a maximum in particular.

Sketch of proof: If the number of users is sufficiently large, then a
sufficiently smooth function f may be constructed, describing the sig-
nificance and effectiveness of feedback and reputation information as a
function of the proportion of (both pure and impure) altruistic users in
the system. Furthermore, it is reasonable to assume that effectiveness
is nonnegative in altruism.

When there exists no altruism at all in the setting, the effectiveness is
zero. Similarly, when there exists too much altruism, the effectiveness
is again zero (as argued above). Thus, by Rolle’s Theorem, we have a
stable equilibrium of effectiveness at some nonzero proportion between
these two points. Moreover, this stable equilibrium is an extremum,
and by appropriate specification of the function, it is a maximum.

Remark 1: This maximum need not be unique, and need not be
the global maximum.

Remark 2: Since altruism triggers the response of free-riding, we
may also specify the function to take into account the free-riding effect.
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Appendix B: Tables

Table 1: Summary of Effects of Social Dynamics on Startability and
Sustainability

Behavioral
Property

Emergence/Startability Sustainability (Resistance to Col-
lapse)

Altruism (Pure
Altruism)

+ − : Excess altruism results in futile repu-
tation information

Goodwill (Im-
pure Altruism)

+ : Limited by Cost Benefit Analy-
sis

− : Goodwill disintegrates in the long run,
the system is not sustainable on goodwill
alone

Direct Positive
Reciprocity

− or at best 0 (in the case of Neutral
Reciprocity)

− or at best 0 : This form of reciprocity
may lead to a mild form of collusion in the
long run, and encourages a bias towards
positive reputation information (courtesy
bias), as in eBay

Direct Negative
Reciprocity

− : Disappointed users are more
likely to report than satisfied users,
leading to a starting negative bias,
which may then result in a reputa-
tion system that exists to signal the
bad users instead of providing objec-
tive reputation information on the
whole population

− : Risk of stabilizing at the equilibrium
of terror

Indirect Up-
stream Reci-
procity

0 +/0 : Encourages “helping” and co-
operative behavior, but may also indi-
rectly propagate a courtesy bias

Indirect Down-
stream Reci-
procity

Unlikely to exist in natural and on-
line reputation systems

0, in general : May be sustainable in sys-
tems where reporting is at least bilateral

Collusion Meaningless with regard to the
startability of a reputation system,
unless colluders are those who initi-
ated the online reputation system

− : Results in biased positive or negative
reputation information and leads to either
insignificance of reputation information,
or even newcomers who are threatened or
blackmailed into cooperating by colluders
in extreme negative cases

Ingroup vs.
Outgroup Ori-
entation

−/+ : Ingroup orientation is detri-
mental to the startability of the rep-
utation system; outgroup orienta-
tion is favorable

+/0 : Reputation system is sustainable
when all users of a reputation system are
outgroup members (i.e. there exists no in-
group orientation); may also be sustain-
able even in cases where ingroup orien-
tation exists, provided the proportion of
ingroup orientation in the system is suffi-
ciently low



28 JEAN-CLAUDE USUNIER & ANTHEA MONOD

Table 2: Measures of the Efficiency of an Online Reputation System
in terms of Process and Outcome Variables

Individual Agent Aggregate
Process Cost-benefit analysis Number of users/growth of user-base over

time
Participation Level 1 (reporter): posting
feedback

Quality of Reputation information (truth-
ful? credible? useful?)

Participation Level 2 (user): looking at
reputation information

Collusion among groups of users

Frequency of use Reputation of ORS itself
Truthful reporting

Outcome Satisfaction with ORS Price decrease
Use of reputation information in decision-
making

Market structure

Perceived ability to improve individual
decision-making through ORS

Quality of items

Consequences for agent of using ORS on
own welfare

Market efficiency in general
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